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UHCTPYKLIVS

0 nopsiike obecneveHus1 KOH(PHIEHIHAIBHOCTH NIPH 00paLIeHHH ¢
uHGopmaunueii, coaep:kallei nepcoHabHbie JaHHbIE

I. O6mue nonoxkenns

WMHcTpykuus o nopsinke obecredeHuss KOH(HIEHIMATPHOCTH HIPH OGPAIEHHH C
uHbOpMalMel, comepikalleil HepcoHaNbHbIE NaHHBIE (manee - Uncrpykiws),
SBIISIETCs 00s13aTeNLHOM IS 06pa30BaTeIbHOIO yupexkaeHus (naiee - OY).

[ox mepconanbHbIMU TaHHBIME TOHUMaeTCs JTF06ast HHGOPMALHS, OTHOCSIIAACS K
ONpENeJICHHOMY MJIM  ONpenesieMOMy Ha OCHOBaHWH TakoW WH(OpMALUK
(usideckomy JHILy (CyOBEKTy MepPCOHANBHBIX JAHHBIX), B T. 4. €r0 (haMHIUs, UMS,
OTHECTBO, I'OI, MECHI, AaTa ¥ MECTO POXKAEHUS, aapec, CEMEWHOe, COLMAIbHOE U
HMYIIeCTBEHHOE TIONOKEH e, 0OpasoBaHHue, npodeccust, JOXOIbI U Ip.

OGecnevenne KOHOGUAEHIMATEHOCTH MEPCOHAIBHBIX NAHHBIX ' HE TpeOyeTcs B
ciydae 00e3NMYMBAHMSI [EPCOHANBHBIX JAHHBIX, a TakKe B OTHOINEHHH
OOIIENIOCTYTHEIX [IEPCOHATBHBIX TaHHbIX.

B 06LHGIIOCT}’IIHBIC HCTOYHUKU MEPCOHAIBHBIX JaHHBIX (B T. 4. CHIPaBOYHHKH,
aJipeCHBIC KHI/IFI/I) B IeX I/IH(I)OpMaI.II/IOHHOFO obecrieyeHHss C NHCHMEHHOIO
coriiacus CYG'BCKTa NEPCOHAJIBHBIX JAHHBIX MOT'YT BKJIFOYATHCA €ro Q)aMHJII/IH, UM,
OTYE€CTBO, I'O U MECTO POXKIAECHUS, aapecC U Apyrue CBEOCHUs.

KoH(pnneH1manbHOCTh nepcoHaNbHBIX NaHHBIX MpeLyCMaTpHUBAeT 0GS3aTeNbHOE
MONy4eHHe Corachs CyObeKkTa MepCOHANBHBIX MaHHBIX (Haldyhe HHOTO
3aKOHHOrO OCHOBaHMs) Ha ux o6paborky. Cortacue He TpeGyercsi Ha 06paboOTKy
JaHHBIX:

H606XOJII/IMBIX IJIsT JOCTaBKU ITOYTOBBIX OTHpaBJ'IeHI/Iﬁ OpraHU3alusIMHA TOYTOBOU
CBs3H,

BKJIIOYAIOILIMUX B CEOSI TOIHKO (baMHJH/IIO, UM 1 OTYECTBO Cy6”beKTa;



paboTa C KOTOPHIMH MPOBOJUTCS B ILENAX HCHOJIHEHHsS OOpaieHus (3ampoca)
CyOBeKTa NEPCOHANbHBIX JAHHBIX, TPYAOBOTO WM HMHOIO JOrOBOpa C HUM,
OJTHOKPATHOI'O IIPOITYCKa B 31aHUE WIM B UHBIX AaHAJIOTUYHBIX LIEIAX;

06pa60TKa KOTOPBIX OCYHICCTBIIACTCA oe3 CpCACTB aBTOMATHU3allNU.

[lopsinok BeneHWsl IepedyHEe mnepcoHaldbHBIX JAaHHBIX B OY  yTBepxkaaercs
JOKaJIbHBIM akToM. OCyIIecTBIATh 00pa0OTKy M XpaHEHUE KOH(UIEHIMAIbHBIX
JTAHHBIX, HE BHECCHHBIX B IIEPEYEHB, 3aIIPEIACTCS.

Bce paboTHHKH, MOCTOSHHO PadOTAIOIIME B TOMEIICHUSX, B KOTOPBIX BEACTCS
00paboTKa MEepCOHATBHBIX JIAaHHBIX, JOJDKHBI HMMETh JOIMYCK (pa3pelieHue) K
paboTe ¢ COOTBETCTBYIONIUMHU BUJIAMHU TTEPCOHANIBHBIX JIAHHBIX.

PaGoTHHKaMm,  OCYIIECTBISIIONIMM  OOpaOOTKYy  MEPCOHANBHBIX  JaHHBIX,
3arpeniaeTcsi coo0marb UX YCTHO WM MUCbMEHHO KOMY Obl TO HU OBLIO, €CIIU 3TO
HE BBI3BAHO CIY>KEOHOM HEOOXOMMMOCTHIO, a TAKXKE OCTAaBIATh MaTepHUaNIbHbBIC
HOCHUTEJH C MEPCOHATBHBIMU JIAHHBIMU 0€3 TPUCMOTPA B HE3ANIEPTOM MOMEIIECHUH.
[Tocye mMOATOTOBKY | TIEpeiadun TOKYMEHTA B COOTBETCTBHH C PE3OIOIMEH (paitibl
YEPHOBHUKOB M BaPUAHTOB JOKYMEHTA JOJKHBI IIEPEHOCUTHCS MOATOTOBUBIIUM HX
pabOTHUKOM HAa MapKHUPOBAaHHBIE HOCHUTENH, TMpEAHA3HAYCHHBIC ISl XpaHCHUS
MEPCOHANIBHBIX JIaHHBIX. be3 coracoBaHus C PYKOBOAHUTENIEM CTPYKTYPHOTO
nofipasziesnieHust (popMupoBaHUEe M XpaHEHHE 0a3 JaHHBIX (KapToTeK, (alIoBBIX
apXMBOB U JIp.), COAepKaluX KOH(UICHIIMATLHBIE TaHHbIE, 3aITPEIlaeTCs.

[lepenaya  mEpCOHANBHBIX  JAHHBIX  JOINYCKAaeTcsd TOJNBKO B CIy4asx,
ycTtaHoBlieHHbIX DenepanbHbiMu  3akoHaMu oT 27.07.2006 Ne 152-®3 "O
nepcoHanbHbIX MaHHBIX" U OT 02.05.2006 Ne 59-®3 "O mopsiake paccMOTpEHUs
oOpamennii rpaxnan Poccuiickoit ®enepanuun”, 1eHCTBYIOIIMMU UHCTPYKLUSIMU
1o paboTre co CIyKeOHBIMHU JTOKYMEHTaMHU U OOpalleHUs MU TPaXaaH, a Takke IO
MMCbMEHHOMY MOPYUYEHUIO (PE30IIIOIMH) BHIILIECTOSIIMX JOHKHOCTHBIX JIULI.

3anpemiaeTcs nepefada MEpCOHANbHBIX  JIAHHBIX 1O  TenedoHy, (axcy,
DMIEKTPOHHOM  MOYTe, 32  HCKIIOUYEHUEM  CIIy4aeB,  YCTAHOBJIEHHBIX
3aKOHOJIaTEILCTBOM M JICUCTBYIOIIMMH UHCTPYKLIMSIMHU 1O pabOTe CO CIIy>KEOHBIMU
JOKYMEHTaMH U oOpaieHusiMu rpaxaad. OTBeThl Ha 3ampochl TpaxIaH H
OpraHu3aluii JaroTcsi B TOM OObeMe, KOTOpBIM MO3BOJISIET HE pas3IviamaTh
KOH(pUIEHIIMANbHbIE JaHHbIC, 3a UCKIIOUYEHHEM JIaHHBIX, COJCpIKAIIUXCS B
Marepuanax 3asBUTENs WU OMyOIMKOBAaHHBIX B OOIIEIOCTYTHBIX HCTOYHHKAX.

OTBETCTBEHHOCTh 3a 3allUTy O00palaThiBaeMbIX MEPCOHAIBHBIX  JaHHBIX
BO3JaraeTcsi Ha paboTHUKOB moxapasaeneHuil 0V, OCYIIECTBIAIOMUX TaKylo



00paboOTKy IO TOTOBOPY C OTIEPATOPOM, a TAKKE HA WHBIC JIUIIA, OCYIIECTBIISIONIHEC
00paboTKy WM XpaHCHHE KOH(UICHIMATBHBIX daHHBIX B O0Y. JIuia, BUHOBHBIC B
HApPYIICHUH HOPM, PETYIHPYIOUIMX 00pabOTKy M XpaHCHHE KOH(UICHIIMATBHBIX
JAHHBIX, HECYT JUCIHMIUIMHAPHYIO, aJMHHHUCTPATHBHYIO M  YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOJIATEIIHCTBOM P® M BEIOMCTBEHHBIMU
HOPMAaTHBHBIMHU aKTaMH.

I1. ITopsinok ob0ecneyeHus1 6€30MACHOCTH NPHU 00pPadOTKe U XPAHEHHUH
MEePCOHAJBbHBIX JAHHBIX, OCYLIECTBJIAEMbIX 0€3 UCI0JIb30BAHMUS CPEACTB
aBTOMATH3ALUH

2.1. O6paboTKa TMEPCOHANBHBIX JAHHBIX, OCYIIECTBIsAeMas 0O€3 HCIIOIh30BaAHUS
CPEIICTB aBTOMATHU3AllMM, JOJKHA OBITh OpPraHM30BaHA TaKUM 00pa3oM, YTOOBI B
OTHOIIEHUH KaXKJOM KaTeropuu MEePCOHAIBHBIX JAHHBIX MOXHO OBLJIO ONPEIEIUTh
MeCTa XpaHEHUsl MaTepuaIbHbIX HOCUTEIEH MEPCOHANBHBIX JaHHBIX U YCTAHOBUTH
nepedYeHb JUL, OCYIECTRISIONMX 00paboTKYy.

2.2. Ilpu xpaHeHUU MaTepHUAbHBIX HOCHTENEH HEOOXOMMMO COOJI0aTh YCIOBHSI,
o0ecCreunBarolie COXPAaHHOCTh TEPCOHANBHBIX JIAaHHBIX M HCKJIIOYAIOIIHE
HECAHKIIMOHUPOBAHHBIN NOCTYyNm K HUM. Jluia, ocymiecTBistomue o0paboTKy
MEPCOHANILHBIX JaHHBIX 0€3 HMCIHOJb30BAHMS CPEICTB ABTOMATU3AIMH, JOJKHBI
ObITh MpOUHPOPMHUPOBaHBI O (hakTe 00pabOTKU HMMHU TEPCOHAIBHBIX JIaHHBIX,
Kareropusix 00pabaTbiBaeMbIX MEPCOHATBHBIX JAHHBIX, a TaKXKe 00 0COOEHHOCTAX
Y TIpaBUJIaX BBINIOJHEHUS TaKOil 00pabOTKU.

2.3. HeoOxomuMo oOecreunBaTh pasaeinbHOEC XpaHCHUE TEPCOHATBHBIX TaHHBIX
(MaTepuajIbHBIX HOCHTEJNEH), 00paboTKa KOTOPBIX OCYIIECTBIISETCS B Pa3iM4HbIX
nensx. [lpu dukcanmuy mepcoHANBHBIX JAaHHBIX Ha MaTepUAbHBIX HOCUTEISIX HE
JIOTTYCKAaeTCsl Ha OJHOM MaTepUaIbHOM HOCHUTENE pa3Melarh MepCOHATbHBIC
JaHHBIC, T 00pabOTKM KOTOPBIX 3aBEIOMO HE COBMECTUMBI. [ 0OpaboTku
MIEPCOHANILHBIX JTAHHBIX KaXKJIOW KaTerOpUHU JOJDKEH HCIIONB30BAThCS OTACIIbHBIN
MaTepUaIbHBIN HOCUTEIb.

24. Tlpu HECOBMECTUMOCTH Iiejied 00paOOTKM TEepPCOHATbHBIX JIaHHBIX,
3a(UKCUPOBAHHBIX HA OJHOM MAaTEpPUATBHOM HOCHUTENE, W HEBO3MOXKHOCTU
o0pabOTKM  OJHWUX  TEPCOHANBHBIX  JAHHBIX  OTAEIBHO  OT  JAPYTHX,
3a()UKCUPOBAHHBIX Ha TOM JK€ HOCHUTEJE, JOJDKHBI OBITh TMPHUHSATHI MEPHI 10
00ECIeUeHUI0 pa3/ieNbHON 00pa0OTKH TEPCOHANBHBIX JAHHBIX, HCKIFOUYAIOIINE
OJHOBPEMEHHOE KOTHMPOBAaHHE HHBIX TEPCOHANBHBIX TaHHBIX, HE IMOISKAIINX
pacmpoCTPaHEHUIO U UCTIOIb30BAHUIO.



2.5. YHnuToXXeHHe WM 00e3MTUYMBAHME BCEX HJIM YACTH MEPCOHATBHBIX JAHHBIX
(ecmu 3TO JOMyCKaeTCs MaTepHalbHBIM HOCHUTEIEM) MPOU3BOJUTCS CIIOCOOOM,
UCKITIOYAIOIIUM  JalbHEHIIyI0 00pa0oTKy JTHX MEpPCOHAIBHBIX HaHHBIX C
COXpPaHEHHEM BO3MOXXHOCTH OOpabOTKM HWHBIX JaHHBIX, 3a(UKCHPOBAHHBIX Ha
MaTepuaibHOM HOCHUTeNe (yaaleHue, BhIMAapbhiBaHUE). Y TOYHEHHE MEPCOHATBHBIX
JTAHHBIX TPOU3BOAMTCA MyTeM OOHOBICHUS WJIM M3MEHEHHs JaHHBIX Ha
MarepuaJbHOM HOCHUTENE, a €cClId 3TO He JONYCKAeTCsl TEeXHUYECKHMMHU
OCOOCHHOCTSIMH MAaTe€pUaIbHOIO HOCHUTENsS, - MyTeM (uKcaluu Ha TOM Ke
MarepuaJbHOM HOCUTENE CBEJCHHI O BHOCUMBIX B HUX M3MEHEHUSX JHOO MyTeM
M3TOTOBJICHUS] HOBOI'O MaT€pUajIbHOIO HOCUTEIS C YTOYHEHHBIMU MIEPCOHATbHBIMU
JTaHHBIMHU.

III. Ilopsimok oOecneyeHusi 0e30MACHOCTH NpPH 00padoTKe W XpPaHEHHUU
MEePCOHAJIIbHBIX [aHHBIX, OCYHIECTBJISIEMbIX € HCHOJIb30BAHHEM CPEICTB
aBTOMATH3ALUM

3.1. be3zonacHOCTh MEpPCOHANBHBIX JAHHBIX TMpU HUX 00paboTke B
WHOOPMAIIMOHHBIX CHUCTEMax, XPAaHCHHUM W TIEPEChUIKE OOECIEeYNBACTCS C
MTOMOIIBI0 CUCTEMBI 3alTUTHI TIEPCOHATLHBIX TaHHBIX, BKIIOYAIONIEH CIIeaTbHbIC
CpelcTBa 3aluThl MHGOPMAIMHA, a TaKXKe HCIOJIb3yeMble B HH(POPMAIMOHHOM
cucteMe MH(HOPMAITMOHHBIE TEXHOJIOTHH.

3.2. Jlomyck nui kK 00pabOTKe MEpPCOHANBHBIX [aHHBIX B WH()OPMAIMOHHBIX
CUCTEMaX OCYILECTBIISIETCS HAa OCHOBAaHWU COOTBETCTBYIOUIUX Pa3pEUINTEIbHBIX
JIOKYMEHTOB U KJIFOUEH (maposieil) nocryma.

3.3. Pabora ¢ nH(DOpMATMOHHBIMU CHCTEMaMH JOKHA OBITh OPTaHW30BaHA TAKUM
o0pa3oM, 4TOObI 00ECNEUUTh COXPAHHOCTh HOCHUTENECH MEPCOHABHBIX JAHHBIX U
CpPEICTB  3amuUThl  WHGOpPMAIMKM, a TakkKe HCKIIOYUTh  BO3MOXXHOCTH
HEKOHTPOJIMPYEMOTO TMPEOBIBAaHUS B TOMENICHHSIX, TII€ OHU HaXOJATCA,
MOCTOPOHHUX JIUII.

3.4. Kommbrotepsl 1 (MJIHM) SJIEKTPOHHBIE MAMKH, B KOTOPBIX comepkarcs (ailyibl ¢
MIEPCOHAILHBIMU JTAHHBIMH, JJI KQXKIOTO MOJIH30BATENS TOJDKHBI OBITH 3aIUIIICHbI
WHIUBUYaIbHBIMUA  TIAPOJISIMU  JIOCTyNa, COCTOSIIMMH W3 IIECTH U Oojee
CHUMBOJIOB.

3.5. Pabora Ha KOMMIBIOTEpPAX C MEPCOHATBLHBIMHU JaHHBIMU O€3 maposieil moctymna
WM IO YYXXUMHU WM OOMMMH (OIMHAKOBBIMH) TMAPOJISIMH, a TaKXKE MEePeChlIKa
NIEPCOHANBHBIX JaHHBIX 0€3 MCIOIh30BAHMS CHEIHAIBbHBIX CPEICTB 3aIIHUTHI IO
OOIIETOCTYITHBIM CETSM CBSI3H, B T. 4. ceT VIHTEpHeT, 3amperaeTcs.



3.6. Ilpu o6paboTke NEPCOHANBHBIX JAHHBIX B HWH(GOPMAIIMOHHBIX CHCTEMaXx
MI0JIH30BATEISIMU JIOJDKHO OBITH 00ECTIEYEHO:

HCIIOJIB30BAHUC IIPCAHAZHAYCHHBIX IJIsI 3TOIO Pas3aciioB (KaTaJ'IOFOB) HOCHUTEICH
I/IH(I)OpMaHI/IH, BCTPOCHHBIX B TCXHHUYCCKHUC CpcacTBa, NI CBbCMHBIX
MapKHUpPOBAHHBIX HOCHTeHeﬁ;

HeZonylieHrne  (U3MYECKOTO  BO3JCUCTBUST Ha  TEXHUYECKHE  CpEJCTBA
aBTOMAaTU3UPOBAHHOW 0OPaOOTKU MEPCOHANIBHBIX JIaHHBIX, B PE3YJIbTAaTe KOTOPOTO
MOJKET OBITh HapyILIEHO X (PYHKIIMOHUPOBAHHUE,

IMIOCTOSAHHOC HCIIOJIB30BAHHUC AHTHBHPYCHOI'O oOecrneyeHus JJI1 O6H21pY)I(CHI/IH
3aPa’KCHHbIX q)aﬁJIOB N HC3aMCIJINTCIBHOC BOCCTAHOBJICHHC IICPCOHAJIbBHBIX
JaHHBIX, MOIII/I(i)I/I]_II/IpOBaHHI)IX NN YHHUYTOKCHHBIX BCJICOCTBHUC
HCCAHKIMOHHWUPOBAHHOI'O NOCTYIIa K HUM;

HEJIOMYIICHNEe HECAaHKIIMOHUPOBAHHOTO BBIHOCA W3 TMOMEIIEHUHN, YCTaHOBKU H
MOJIKJIFOUEHUST 000PY/IOBaHUA, a TaKXKe yAaJeHUs, MHCTAUIAIMKA WM HACTPOUKHU
MPOTPaMMHOT0 00ECTICUCHHUS.

3.7. Tlpu o06paboTke MEepCOHANBHBIX JAHHBIX B HWH(GOPMAIMOHHBIX CHUCTEMAaX
pa3pabOTYMKH W aAAMHUHUCTPATOPBI CHUCTEM JIOJDKHBI OOCCIICYMBATh: ITyTEM
dbuKcanmuy Ha TOM K€ MaTepPHAIBHOM HOCHTENIC CBEJACHUN O BHOCHMBIX B HHX
U3MCHCHHSIX JHOO ITyTEM H3TOTOBICHUS HOBOTO MATEPHAIILHOTO HOCHTEINS C
YTOYHCHHBIMH TTEPCOHATBHBIMU JaHHBIMH.

oOyuyeHue JHLl, UCTIONB3YIOIINX CPEACTBA 3alIUThl HH(POpPMAIUHU, IPUMEHSIEMbIE B
MH(OPMAIIMOHHBIX CHCTEMAaX, IpaBUiaM padOThl C HUMU;

y4yeT JIMl, JONYIIEHHbIX K pabdore ¢ TEepPCOHAIbHBIMU JAaHHBIMM B
MH(OPMAIIMOHHBIX CUCTEMAaX, IPAB U MapoJiel JOCTYIa;

Y4€T MNPUMCHACMBIX CPCACTB 3allWTbI I/IH(l)OpMaLII/II/I, 3KCHHyaTaLII/IOHHOI>'I 151
TEXHUYECCKOU JOKYMCHTAIIMU K HUM;

KOHTPOJIb 32 COOJIOJICHUEM YCJIOBUM  HCIOJIB30BaHUS CPEACTB  3allIUThHI
uHpopMaimu, IPEYCMOTPEHHBIX AKCILUTyaTallMOHHOM u TEXHUYECKOU
JIOKYMEHTALIUEN;

OIMUCAaHUC CUCTEMBI 3alllUThI IICPCOHATIbHBIX JaHHBIX.

3.8. CHCHI/I(I)I/I"I€CKI/I€ TpC6OBaHI/I$[ K 3alIMTC IICPCOHAJIbHBIX JAHHBIX B OTACJIBbHBIX
ABTOMATU3HUPOBAHHBIX CHCTEMAX YCTAHABIMBAIOTCA HHCTPYKIHAMHU II0 HX
HCIIOJIb30BAHUIO U JKCILTYyaTalluu.



3.9. PabGorauku mnoapazmeneHuit OY u numa, BBIIONHAIOIKE pPabOTHI IO
JIOTOBOpaM U KOHTpPaKTaM, MMEIOIINE OTHOIIEHHE K 00paboTke NepCOHaJIbHBIX
JAHHBIX, TOJDKHBI OBITH O3HAKOMJICHBI ¢ THCTpYKIIMEH O/ PaCIUCKY.

C UHCTpYKIMEH 03HAKOMJICH:



